Wednesday, August 10, 2011



Wednesday, August 10, 2011



Wednesday, August 10, 2011



Walls of Complexity
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“Systems”

Running into Walls of Complexity:
cumulative, creeping, inadvertent, due partly to successes
~ Increasingly brittle systems

~ surprising failures

Fundamentals of Complex Adaptive Systems
~ new tools to model and measure the adaptive capacity of

human systems

Resilience Engineering
~ provides ways to enhance resilience in face of surprise

~ predict how change expands or constricts adaptive
capacities

~ new ways for managing interdependencies at scale
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Complex Adaptive Systems under Faster, Better Cheaper Pressure

NASA failure history: cumulative complexity circa 2000

C/S/E/L 2011 Faster, Better, Cheaper Pressure
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NASA failure history captures cumulative complexity
circa 2000

C/S/E/L 2011 Fundamental Tradeoffs
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NASA failure history captures creeping complexity

1999: 3 space 2003: Run up to
eXplOratiOn failures Columbia accident

Report
on
Project Management in NASA

by the
Mars Climate Orbiter
Mishap Investigation Board

March 13, 2000

increasingly brittle systems
under
faster, better, cheaper (FBC)
pressure

C/S/E/L 2011 Fundamental Tradeoffs
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Complex Adaptive Systems /
Resilience Engineering

e New sciences (measures, models, findings) on
how adaptive system work and breakdown

« New techniques to

~ enhance resilience in face of potential
surprise

~ monitor for increasingly brittle systems

~ assess how change expands or constricts
adaptive capacities
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Images of Resilience, of Brittleness
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C/S/E/L

Patterns of Reverberations

Much of the equipment deployed ... was designed to ease the burden on the
operator, reduce fatigue, and simplify the tasks involved in operations. Instead,
these advances were used to demand more from the operator. Almost without
exception, technology did not meet the goal of unencumbering the personnel
operating the equipment

... systems often required exceptional human expertise, commitment, and
endurance.

... there is a natural synergy between tactics, technology, and human factors ...
effective leaders will exploit every new advance to the limit. As a result, virtually
every advance in ergonomics was exploited to ask personnel to do more, do it
faster and do it in more complex ways.

... one very real lesson is that new tactics and technology simply result in
altering the pattern of human stress to achieve a new intensity and tempo of
operations.
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Sample 1: Resilience

Shortly before surgery, an attending anaesthesiologist
comes to understand that the surgical plan expects a
relatively short procedure with little blood loss. However,
the attending recognizes that given this patient’s other
problems, it will be difficult to establish access quickly if
significant fluid replacement is needed to manage
cardiovascular physiology. Furthermore, the
anaesthesiologist recognizes that, while the surgical plan
represents a typical surgical course, in this context the
procedure could go much longer and blood loss could be
much greater than expected. As a result, the attending
Instructs the resident to place more lines than normal when
the patient is being prepped for surgery. This will allow the
attending to respond quickly with fluid replacement should

any challenges to cardiovascular physiology occur during
surgery.

Wednesday, August 10, 2011



Sample 2: Resilience

Anesthesiology has become much safer over the last 15 years.
In addition, there have been changes in medical practice that
allow for/encourage surgeries to occur in outpatient settings
(e.g., cosmetic surgery). As a result, anaesthesia practice has
migrated away from the traditional operating room setting
where there are a variety of technological and human
resources that can be called on should a crisis occur. The
safety manager for the health care network recognizes that
movmg more anaesthesia practice to outpatient settings
Increases brittleness, that is, should an unexpected event
trigger a crisis, less expertise, experience, and equipment Is
available to manage the situation. The safety manager
Initiates a new crisis management training program for
outpatient surgery teams that allows personnel to practice
how to respond to a crisis including how to find and bring
additional expert resources into the different locations where a
crisis could occur.
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Prologue: On Human Adaptive Systems
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A. Adaptive capacity exists before disrupting events call upon
that capacity

(it is a potential for future adaptive action)

B. One assesses (observes/models/measures) adaptive capacity

through its exercise in the anticipation and reaction to past
disruptions.

(A) means that the resources that support the potential, prior to
visible disrupting events, may not be seen at all since they are

not used; or if seen, they will be seen as excess capacity since it
IS NOt 1IN use.

Under FBC pressures, systems tend to lose Margins of Maneuver

Monitor/Regulate Margin of Maneuver
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Adaptive Histories
are you collecting, sharing, analyzing stories of
resilience and brittleness?

Precarious Present
tendency to be mis-calibrated and overconfident

Resilient Future?
how do/will changes effect sources of resilience and
points of brittleness?

C/S/E/L 2011 Complex Adaptive Systems
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If | could go back to NASA'a Design for Safety
meetings, my answer to the question what is the
fourth parameter?

Monitor/Regulate Margin of Maneuver

C/S/E/L 2011 Complex Adaptive Systems
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Mis-Calibration
organization i1s operating more precariously than it

realizes

Organizations generally
~ mis-estimate their adaptive capacity (level and kinds)

~ overconfident that they know it precisely

Resilient Organizations

~ acknowledge uncertainties and change

~ struggle to update and re-calibrate

~ support sacrifice judgments—contexts to relax
acute goals to serve chronic goals
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A common expression from military decision making:
No plan survives contact with a disaster-in-the-making.

. our experience [is] that every response is totally different
and causes unforeseen problems or opportunities. Ve have
never gone to an actual response and used the equipment the
way we thought we would. (Murphy & Burke, 2005, p. 4)

How to be Prepared to be Surprised?

C/S/E/L 2011
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Potential for surprise is related to

* the next anomaly or event that practitioners will
experience and

* how that next event will challenge pre-developed plans
and algorithms in smaller or larger ways.

To assess potential for surprise in a setting,
ask how the above generalization applies?
* how do plans survive or fail to survive contact with events?
* search for the kinds of situations and factors
that challenge the textbook envelope
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Urban Firefighting

~ distributed roles

~ multiple echelons
~ disrupting factors
~ multiple goals

~ interdependencies

C/S/E/L 2011
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Maladaptive Patterns and Critical Incidents in Urban Firefighting
(Branlat et al., 2009)

Decompensation
o If request resources when need is definitive, it is already too late

« Regulate additional adaptive capacity (tactical reserves)
~ maintain margins of maneuver (ability to handle next surprise)
~ "avoid all hands situations” (incident command)

« Bumpy transfers of control

Working at cross-purposes (both horizontal and vertical)

« Actions of one group increase threats to other groups (opposing
fire hoses; rendering escape routes or protected areas unaccessible)

o Failure to resynchronize
« Goal priorities/conflicts in response to distressed firefighter

» Tradeoff between information sharing versus data bottlenecks

Getting stuck in outdated behaviors
 Failures to modify plan in progress as situation changes
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Patterns of Adaptive Breakdown - Mal-Adapted

Complexities in time --> Decompensation: exhausting

capacity to adapt as disturbances/challenges cascade.

breakdown occurs when challenges grow and cascade faster than
responses can be decided on and deployed to effect.

Complexities over scales --> Working at cross-purposes:

behavior that is locally adaptive, but globally maladaptive

Inability to coordinate different groups at different echelons as goals
conflict.

« Fragmentation (stuck in silos)

« Missing side effects of change (temporal)

Complexities in learning --> Getting stuck in outdated
behaviors: the world changes but the system remains

stuck in what were previously adaptive strategies.

« Oversimplifications
 Fixation
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1. Decompensation

breakdown occurs when challenges
grow and cascade faster than responses
can be decided on and deployed to
effect.

~ Starling curve cardiology

~ cardiovascular anesthesiology
(Cook)

~ asymmetric lift, aviation

automation, bumpy transfer of
control (Sarter & Woods)

~ ‘surge’ capacity in ER (Wears)
~ |CU bed crunches (Cook)
~Tempo of operations

C/S/E/L 2011
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new disturbances the system’s capacity to
arise compensate is exhausted

i
.

compensation | decompensation

Target
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2. Working at cross-purposes:
behavior that is locally adaptive, but globally
maladaptive

~ Inability to coordinate different groups at different echelons
as goals interact and could conflict.

sub-patterns (horizontal and vertical):
e Tragedy of the commons
« Fragmentation (stuck in silos).
» Missing side effects of change (temporal)

e Fallure to resynchronize
« Double Binds

C/S/E/L 2011 Patterns of Adaptive Breakdown
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3. Getting stuck in outdated behaviors:
the world changes but the system remains stuck in what were
previously adaptive strategies.

sub-patterns range over temporal and organizational scales

e Oversimplifications

e Failing to revise current assessment as new evidence comes
in (Fixation)

e Falling to revise plan in progress when disruptions/
opportunities arise

e Discount discrepant evidence (e.g., run up to Columbia)

o Literal Mindedness (automation failures)

e Distancing through differencing

« Cook’s Cycle of Error
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Monitor/Regulate Margin of Maneuver:

Cushion of potential actions and additional resources that allows the
system to continue functioning despite unexpected demands.

How much active control margin or capability is left to handle the next
event or disturbance?

Each center of adaptive behavior works to create, maintain, and manage
their margin of maneuver.

Locally adaptive as one center manages Iits margin relative to
Interdependencies with other centers’ behaviors to manage their margin

Failure to maintain margin leaves the system too brittle and increases the
risk of falling into the maladaptive traps (eg, locally adaptive, globally
maladaptive)

Resilient systems are able to anticipate how margins of maneuver are
expanding or contracting relative to the potential for surprise.
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A common expression from military decision making:
No plan survives contact with a disaster-in-the-making.

. our experience [is] that every response is totally different
and causes unforeseen problems or opportunities. Ve have
never gone to an actual response and used the equipment the
way we thought we would. (Murphy & Burke, 2005, p. 4)

How to be Prepared to be Surprised?

C/S/E/L 2011
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Potential for surprise is related to

* the next anomaly or event that practitioners will
experience and

* how that next event will challenge pre-developed plans
and algorithms in smaller or larger ways.

To assess potential for surprise in a setting,
ask how the above generalization applies?
* how do plans survive or fail to survive contact with events?
* search for the kinds of situations and factors
that challenge the textbook envelope
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Emergency Medicine

C/S/E/L :2007
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new disturbances the system’s capacity to
arise compensate is exhausted

i
.

compensation | decompensation

Target
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Demands from environment

-

Do(t)  Dy(t)

Ro(t)  Ry(t)

Ve
Responses bounded by finite
capability/resources

2011

Decompensation Pattern
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Demands from environment

-

varying Size, Kind,
Rate of demands

determine

"\

Potential for Surprises

f

Ro(t) R,(t)
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Ve
Responses bounded by finite
capability/resources
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Adaptive Capacity

Resilience/ /
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Margin of Maneuver

Demands from environment

AR'(t)
Deploy

. Mobilize
Mobilize

Capacity/
Resources

C/S/E/L 2011 Margin of Maneuver
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Margin of Maneuver

D,4(t) AD'(t)
Demands from environment

|

Rn-l(t) ARI(t)
Deploy

Deploy

Mobilize Mobilize

Capacity/
Resources

C/S/E/L : Margin of Maneuver
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Monitor/Regulate Margin of Maneuver:

Cushion of potential actions and additional resources that allows the
system to continue functioning despite unexpected demands.

How much active control margin or capability is left to handle the next
event or disturbance?

Failure to maintain margin leaves the system too brittle and increases the
risk of falling into the maladaptive traps (eg, locally adaptive, globally
maladaptive)

Each center of adaptive behavior works to create, maintain, and manage
their margin of maneuver.

Resilient systems are able to anticipate how margins of maneuver are
expanding or contracting relative to the potential for surprise.
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Demanding
Events
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Demanding
Events

Adaptive
Responses
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Variability changes
demands on system

Stress
A

\System mobilizes & deploys

responses

>
Rs, Strain (Stretch)
Response

C/S/E/L 2011
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Variability changes
demands on system
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events
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Variability changes

demands on system Transition from base to extra

-

Stress
Challenge

events

System mobilizes & deploys

extra responses

:region
I |
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base adaptive extra adaptive
capacity capacity
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Capacity/
Resources
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C/S/E/L
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Variability changes

demands on system \

Stress

ﬁ

Stress

Challenge
events

>
Rs, Strain (Stretch)
Response

Transition from Rs, to Rs,

>
Graceful degradation margin

C/S/E/L 2011
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Tactical reserves |
how to develop, sustain, deploy

like cavalry charges in a battle -- they are strictly limited in
number, they require fresh horses, and must only be made at
decisive moments. Alfred North Whitehead

C/S/E/L 2011
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Stress
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Stress

Challenge

events ‘\\::
D
3 —
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Law of Fluency

“Well”-adapted cognitive work occurs with a facility that
belies the difficulty of the demands resolved and the

dilemmas balanced. Woods, 2002

A. Adaptive capacity exists before disrupting events call
upon that capacity -- it is the potential for future
adaptive action

B. One assesses (sees/models/measures) adaptive
capacity through its exercise in the anticipation and
reaction to past disruptions.

Resources that support the potential, prior to visible
disrupting events, may not be seen at all since they are
not used; or if seen, they will be seen as excess capacity
since they are not In use.
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Mis-Calibration
organization i1s operating more precariously than it

realizes

Organizations generally
~ mis-estimate their adaptive capacity (level and kinds)
~ overconfident that they know it precisely

Resilient Organizations

~ acknowledge uncertainties and change

~ struggle to update and re-calibrate

~ support sacrifice judgments—contexts to relax
acute goals to serve chronic goals

requires
~ perspective shifts/contrasts
~ managing appropriate skepticism
~ balancing the 4 I's across echelons:
Independent, involved, informed and informative
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Crisis Management
eg Urban Firefighting

~ distributed roles

~ multiple echelons

~ disrupting factors

~ multiple goals

~ interdependencies

~ all responsible in part

C/S/E/L 2011
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Patterns of Adaptive Breakdown

Decompensation: exhausting capacity to adapt as
disturbances/challenges cascade.

breakdown occurs when challenges grow and cascade faster than
responses can be decided on and deployed to effect.

Working at cross-purposes: behavior that is locally
adaptive, but globally maladaptive

Inability to coordinate different groups at different echelons as goals
conflict.

Getting stuck in outdated behaviors: the world changes
but the system remains stuck in what were previously
adaptive strategies.
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Monitor/Regulate Margin of Maneuver:

Cushion of potential actions and additional resources that allows the

system to

continue functioning despite unexpected demands.

How much active control margin or capability is left
to handle the next event or disturbance?

Each center of adaptive behavior works to create, maintain, and

manage t

neir margin of maneuver.

Locally adaptive as one center manages its margin relative to
Interdependencies with other centers’ behaviors to manage their

margin

Failure to
Increases
adaptive,

maintain margin leaves the system too brittle and
the risk of falling into the maladaptive traps (eg, locally
globally maladaptive)

Resilient systems are able to anticipate how margins of maneuver

are expan

ding or contracting relative to the potential for surprise.
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Co-adaptive cycles:

trace how change squeezes margins of maneuver
~ horizontally across units
~ vertically across echelons

how CABs responses to sustain/rebuild margin of maneuver
~ horizontally across units
~ vertically across echelons

Policies, Procedures
Technology Development

\ Multiple Interacting Goals

Adaptations Directed
at Coping with
Complexity

\ variability, coupling,...

C/S/E/L 2011 Sharp End - Blunt End
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Managing Margin of Maneuver

Planned for MoM (built into base)

Nominal
~ work to plan/rule/role assumes sufficient adaptive capacity
built into planful behavior;
~ assumes variability and surprise from outside the boundaries
can be eliminated/defended
~ MoM mis-seen as inefficiencies to be eliminated
~ poorly calibrated and overconfident

Ad hoc

~ inevitable limits and surprises
~ responsible roles develop and sustain MoM --> covert work systems

C/S/E/L 2011 Managing Maneuver
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Managing Margin of Maneuver

Performance oriented systems
~ regularly confront surprise and adapt to handle surprise events;
~ able to anticipate and recognize changes in potential for surprise and
fluently transition to bring extra adaptive capacity to bear

. Deploy MoM

. Mobilize resources for MoM

. Learn - reflect about MoM

. Generative MoM [ability to create new MoM] (evolvability in biology)

- ability to generate new margin in new ways (phenotypically) in response to future

events (not foreseeable today)

- conserved genotypical mechanisms that generate adaptive capacity for future contexts

“constraints that deconstrain”

- organizations are able to learn effective responses to new challenges rapidly (lsraeli
medical response to bus bombings)
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Polycentric Governance

« multiple centers of adaptive behavior (CABs) under the 5 bounds
e Interdependent,

e each with partial authority and
e partial autonomy,

e partial responsibility, to meet the goals of their scope relative to
overarching goals

performance emerges from how the different centers regulate
and coordinate their activities relative to other centers and
changing demands

C/S/E/L 2011
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Polycentric Governance
History / Proof of Concept:

~ Tragedy of the commons: Ostrom 1999 - Nobel 2009
~ military doctrine: commander’s intent, Von Clauswitz
~ mission control anomaly response: Watts-Perotti/Woods 2009

Critical Properties:
e Reciprocity (Ostrom)
« Basic Compact (Klein et al.)

« Accountability Systems (Tetlock)
Instablilities eg role retreat, risk shifting

« Shift Forms of Coordination over Centers (Nyssen, Smith)
« Ability to Anticipate Bottlenecks Ahead
« How Initiative i1s Delegated and Regulated

« Monitor how hard other interdependent centers are working to
maintain control (CSCW)
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Polycentric Governance

Network of interdependent adaptive units operating over
different scopes.

Strategy for:

e empower decentralized initiative
(at Sharp End Layer, up close roles)

e coordinate over emerging trends to meet priorities
(Broad End Layer, distant ‘supervisory’ roles)

« dynamic interplay as situations evolve in themselves and as a
result of activities at different centers across levels

C/S/E/L 2011
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Test Cases for Polycentric Control

« cyber security,

« emergency informatics,
e resilient infrastructures,
« cyber-physical systems,

netcentric operations,
layered sensing systems

Ill,

multi-echelon, distributed, networked systems where
Interdependent activities play out over wider ranges and
scales

C/S/E/L 2011
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